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ABSTRACT

ARTICLE INFO

Federated learning (FL) has been proposed for privacy-preserving intru-
sion detection in internet of things (IoT) networks, yet most studies as-
sumed labeled traffic and identically distributed client data. This study
benchmarked unsupervised federated autoencoders for IoT botnet de-
tection under non-IID heterogeneity and training-data contamination.
N-BaloT and Edge-IloTset were partitioned into clients using IID, natu-
ral per-device, and Dirichlet partitions with concentration parameters of
1.0, 0.5, and 0.1, and botnet traffic was injected into the benign training
data of 30% of the clients at rates of 0% - 20%. Lightweight autoencod-
ers were trained on unlabeled traffic and aggregated with FedAvg and
FedProx, with local-only and centralized training as references, in 264
runs over five random seeds. FedAvg did not outperform local-only
training in any of the ten dataset-partition settings (mean AUC-PR dif-
ference of 0.058, Holm-adjusted p = 0.014) and, on N-BaloT, declined by
up to 0.087 after an early peak. FedProx prevented this decline on N-
BaloT (AUC-PR up to 0.999) but gave no gain on Edge-IloTset. Under
heterogeneity, a single global threshold raised the false positive rate
from about 1% to 22.2%, whereas client-level thresholds kept it at or be-
low 1.0%. Contamination of 20% reduced the worst-client Fi-score by
0.33 for FedAvg and o.47 for FedProx, and client-level thresholds did not
recover this loss. These findings indicated that standard aggregation and
a single global threshold were insufficient for unsupervised federated
botnet detection and motivated label-free, heterogeneity-aware aggrega-
tion with client-level threshold calibration.

Article history:

Received Sep 1, 2026
Revised Oct 5, 2026
Accepted Oct 12, 2026
Published Oct 31, 2026

Keywords:

Autoencoder
Botnet Detection
Federated Learning
Internet of Things
Non-IID Data

Copyright (c) 2026:

Muhammad Ikhsan,
Imam Riadi,
Ardiansyah Ardiansyah

License:

This work is licensed
under a Creative
Commons Attribution
4.0 International Li-
cense (CC BY).

OMON|

*Corresponding Author
E-mail address: 2637083020@webmail.uad.ac.id

1. INTRODUCTION

The rapid expansion of the internet of things (I0T) has transformed services in smart homes,
industry, healthcare, and transportation, yet most 10T devices have limited computation, memory, and
energy budgets that leave little room for embedded security mechanisms [1-4]. These weaknesses are
routinely exploited by botnets, which recruit large numbers of compromised devices to launch distrib-
uted denial of service (DDoS) attacks [5]. Six years of Mirai scanning activity showed that botnet be-
havior keeps evolving [6], and volumetric DDoS attacks increasingly affect the cloud and edge infra-
structures on which 10T services depend [7,8].

Machine learning and deep learning based intrusion detection systems (IDS) have been widely
proposed for 10T networks [4,9]. Most of them rely on a centralized architecture in which traffic from
all devices is collected on a single server, which raises privacy concerns, consumes considerable
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bandwidth, and creates a single point of failure [10,11]. Federated learning (FL) addresses these issues

by training a shared model collaboratively while raw data remain on the clients and only model pa-

rameters are exchanged [12,13]. FL-based IDS have been applied to malware detection on N-BaloT

[14], zero-day botnet detection on loT-edge devices [15], anomaly detection of IoT attacks [16], agri-

cultural 10T [17], and decentralized DDoS detection [18], and recent reviews identify FL as a main

direction for privacy-preserving collaborative intrusion detection [19,20].

The performance of FL degrades when client data are not independent and identically distrib-
uted (non-11D). Under non-11D data, local updates drift towards client-specific optima, which slows
convergence and reduces the accuracy of the global model [21-24]. FedProx mitigates this drift with a
proximal term [25], and controlled Dirichlet partitioning has become a standard way to emulate differ-
ent degrees of heterogeneity [26]. In 10T networks, heterogeneity is not an artifact of simulation but an
inherent property, because cameras, thermostats, doorbells, and industrial sensors generate distinct
benign traffic profiles [27,28]. Several FL-IDS address non-11D data through client clustering, dynam-
ic weighting, proximal regularization, or knowledge distillation [29,30], but these approaches are su-
pervised and assume that labeled attack traffic is available on every client.

In practice, 10T traffic is rarely labeled. Label scarcity, together with heterogeneity and priva-
cy constraints, has been identified as a key obstacle for federated intrusion detection [31]. Autoencod-
ers trained only on benign traffic avoid this obstacle: they learn normal behavior and flag traffic with a
large reconstruction error as anomalous, which also allows previously unseen attacks to be detected
[32-34]. Unsupervised and semi-supervised FL-IDS have therefore begun to emerge, for example
FedMSE, which combines a shrink autoencoder with a centroid one-class classifier [35], and G-PFL-
ID, which personalizes a graph encoder for non-11D IoT systems [31]. Two practical issues, however,
remain largely unquantified. First, the benign training data of a client may already contain botnet traf-
fic when the device is compromised; such contamination is known to degrade unsupervised anomaly
detectors [36] and resembles data poisoning in FL [37,38]. Second, the detection decision depends on
a reconstruction-error threshold [39], and a single global threshold may not suit clients whose error
distributions differ.

Existing evaluations of FL-IDS are mostly supervised, rely on one dataset, or consider a single
heterogeneity setting. Table 1 positions this study against the closest FL-IDS studies. None of them
evaluates an unsupervised federated detector under controlled levels of heterogeneity together with
explicit training-data contamination and a comparison of global and client-level thresholds. As a re-
sult, the joint effect of these three factors has not been measured, and it is unclear whether new aggre-
gation methods are needed and at which point of the pipeline they should intervene. The novelty of
this study is therefore not a new detector but a controlled, label-free evaluation of these three factors
and of their interaction. Its contributions are threefold:

e A reproducible benchmark protocol for unsupervised federated autoencoders on N-BaloT and
Edge-lloTset that covers 11D, natural per-device, and Dirichlet partitions combined with training-
data contamination of 0% — 20% (264 training runs). Three design elements make the protocol
suitable for unlabeled data: heterogeneity is created over unsupervised behavioral profiles rather
than over class labels, contamination is drawn from an attack pool that is disjoint from the test
pool, and all methods share the same client-level feature scaling.

e A quantitative analysis of the impact of heterogeneity and contamination on detection performance,
inter-client fairness, training stability, and communication cost of FedAvg and FedProx relative to
local-only and centralized training.

e An analysis of global versus client-level thresholds and of contaminated clients that identifies the
failure modes of standard aggregation in unsupervised federated detection.

The remainder of this paper is organized as follows. Section 2 describes the datasets, partition-
ing, contamination, model, aggregation, and evaluation protocol. Section 3 presents and discusses the
results, and Section 4 concludes the paper.

2. RESEARCH METHODS

This study followed a quantitative experimental design consisting of eight stages, as shown in
Figure 1. Public datasets were preprocessed and partitioned into federated clients under several hetero-
geneity levels, contamination was injected into the benign training data of selected clients, and light-
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weight autoencoders were trained locally and aggregated by standard FL algorithms. The resulting
models were evaluated with global and client-level thresholds using detection, fairness, stability, and
communication metrics.

Table 1. Positioning of this study against closely related FL-1DS studies.

. : . Training-data ~ Threshold
Study Learning setting Heterogeneity g-0e . Datasets
contamination comparison
Reyetal. Supervised MLP and . .. Model poisoning b
y P . Natural device split ' P ing by No N-BaloT
[14] unsupervised AE malicious clients
Popoola et . Bot-10T, N-
b Supervised DNN Not addressed No No
al. [15] BaloT
Beshah et . Non-I1D client
Supervised No No 10TID20
al. [29] clusters
Peng et al. . Edge-lloTset
Supervised Non-11D No No ’
[30] P N-BaloT
Nguyen and  Semi-supervised
guy Pe Non-11D No No N-BaloT
Beuran [35] AE on benign data
Oladele et Unsupervised .. 10T-23, N-
P Dirichlet and natural No No
al. [31] graph encoder BaloT
This stud Unsupervised AE 1ID, natural, Dirichlet 0% —20% in 30% Global vs  N-BaloT,
Y on benign data 0=1.0,0.5,0.1 of clients client-level Edge-lloTset
1. Public IoT datasets 2. Preprocessing 3. Client partitioning 4. Contamination
N-BaloT and Identifier removal, 11D, natural per-device, Botnet traffic injected into
Edge-IloTset —> | cleaning, local min-max |=—| Dirichleta = 1.0, 0.5, 0.1 |—» benign training data:
scaling, benign 0%, 5%, 10%, 20%
train/val/test split
8. Evaluation 7. Thresholding 6. Aggregation 5. Local training
AUC-ROC, AUC-PR, F1, Global threshold vs FedAvg and FedProx; Lightweight autoencoder
FPR, worst-client F1, D client-level threshold <—| local-only and centralized |<— trained on unlabeled
learning curves, (99th percentile) references traffic (PyTorch
communication; 5 seeds, simulation)
Wilcoxon tests

Figure 1. Research workflow of the benchmark.

2.1. Datasets

Two public datasets with complementary characteristics were used, as summarized in Table 2.
N-BaloT contains traffic of nine commercial 10T devices infected by the Mirai and BASHLITE bot-
nets and describes each observation with 115 statistical traffic features [32]. Because benign and attack
traffic are recorded per device, N-BaloT provides a natural device-level partition and has been used in
earlier FL-IDS studies [14,15]. Edge-lloTset was designed for both centralized and federated learning
and was collected from an 10T and I1oT testbed [40]. Its benign traffic is stored separately for ten sen-
sors, which formed the natural partition, whereas its 14 attack types are not associated with individual
sensors and were therefore treated as a shared attack pool.

2.2. Preprocessing

Records with missing or infinite values were removed from N-BaloT. For Edge-IloTset, iden-
tifier and payload fields such as timestamps, IP addresses, ports, checksums, raw acknowledgment
numbers, URIs, DNS query names, and MQTT messages and topics were removed to prevent shortcut
learning. Hexadecimal flags were converted to integers, the HTTP method was ordinally encoded, the
remaining text fields were replaced by presence indicators, and missing values were set to zero, which
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yielded 40 numeric features. Duplicate records were retained because flow-level features repeat fre-
quently and de-duplication left only 33 — 219 benign records for some sensors; instead, at most
200,000 benign records per sensor and 100,000 records per attack type were randomly sampled. Be-
nign traffic of each client was split into training, validation, and test subsets with a ratio of 70:10:20.
Each client scaled its features with min—max normalization fitted only on its own training subset, so
no raw statistics left the client. The same client-level scaling was applied to every method, so that dif-
ferences between methods arose only from collaboration and aggregation.

Table 2. Characteristics of the datasets after preprocessing.

Dataset Natural clients Features Benign / attack records Attack coverage

N-BaloT 9 devices 115  555032/6506,674  Mirai and BASHLITE (10 at-
tack types), recorded per device

IIIES'?S(;t 10 sensors 40 1,924,821/ 765,333 14 attack types in a shared pool

Attack records were divided into two disjoint halves: a test pool and a contamination pool. The
test subset of each client contained its benign test records and the same number of attack records
drawn from the test pool, using the attacks of the corresponding device in the natural N-BaloT parti-
tion and the pooled attacks otherwise. Attack traffic was used in training only in the contamination
scenarios described in Section 2.4.

2.3. Federated Partitioning

Three partitioning schemes were compared. In the 11D scheme, benign samples were shuffled
and distributed uniformly across K = 10 clients. In the natural scheme, each N-BaloT device or Edge-
IloTset sensor formed one client. In the Dirichlet scheme, the benign traffic of each dataset was first
grouped into P = 10 behavioral profiles using k-means clustering on log-compressed and standardized
features. For each profile p, the proportions of its samples assigned to the K = 10 clients were sampled
as in Equation (1):

qp ~ Dir(alg), p = 1,..,P 1)

where a is the concentration parameter. Smaller values of o concentrate each profile on fewer clients
and therefore produce more heterogeneous clients [26]. The values o= 1.0, 0.5, and 0.1 were used to
represent mild, moderate, and extreme heterogeneity, and partitions were redrawn until every client
held at least 1,000 records.

2.4. Training-Data Contamination

Contamination emulated devices that were already compromised when their benign profile
was learned. For 30% of the clients, i.e., three of ten clients chosen at random, attack records from the
contamination pool were added to the benign training subset so that they formed a fraction p of the
resulting training data, with p = 0%, 5%, 10%, and 20%. Because the contamination and test pools
were disjoint, no injected record appeared in any test subset. Contamination was evaluated under the
Dirichlet partition with o, = 0.5. The injection is synthetic: attack records were drawn uniformly at ran-
dom from the contamination pool, so every contaminated client received a mixture of all attack types
at a fixed share. Real compromised devices may instead emit rarer, burstier, or single-family attack
traffic whose share changes over time. The results therefore quantify the sensitivity to a controlled
contamination level rather than reproduce a specific infection scenario.

2.5. Local Autoencoder

Each client trained a lightweight fully connected autoencoder with an encoder of d-64-32-16
neurons and a symmetric decoder, where d is the number of input features. ReLU activations were
used in the hidden layers and a sigmoid activation in the output layer. The local objective of client k
was the mean squared reconstruction error in Equation (2):
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L(®) = o=Txenlr = go(fo()I; 2

where Dy is the training subset of client k, fg is the encoder, and gs is the decoder. The model contained
20,163 parameters for N-BaloT (d = 115) and 10,488 parameters for Edge-lloTset (d = 40), which cor-
responds to approximately 80.7 KB and 42.0 KB per transmitted update in 32-bit floating point. All
methods used the Adam optimizer with a learning rate of 0.001, a batch size of 256, one local epoch
per round, and R = 100 communication rounds.

2.6. Aggregation Methods
FedAvg aggregated the local models by weighting each client with its share of training sam-
ples, as in Equation (3) [12]:

witt = B gw 3)

where ny is the number of training samples of client k and n is the total number of samples. FedProx
added a proximal term to the local objective to limit client drift, as in Equation (4) [25]:

min,, Few) + £llw — e (4)

where w' denotes the global model received at round t. The value of p was selected from 0.001, 0.01,
and 0.1 in a preliminary run (seed 0, oo = 0.5), in which p = 0.001 gave the highest AUC-PR on both
datasets; this value was used in all subsequent experiments. Two reference settings were included: lo-
cal-only training, in which every client trained its own model for the same number of epochs without
collaboration, and centralized training on the pooled training data of all clients, which ignores privacy
constraints. The federated process was simulated in PyTorch on a single 16-core server, with all cli-
ents participating in every round. No physical gateways or network links were involved; communica-
tion was therefore computed from the model size (Section 2.8) rather than measured on a network.

2.7. Thresholding

The anomaly score of a sample x was its reconstruction error s(x). Each client computed 1 as
the 99th percentile of the scores of its benign validation subset. The 99th percentile was chosen be-
cause it fixes the expected false positive rate on benign traffic at about 1% and can be computed from
benign data alone, which matches the unsupervised setting; thresholds derived from the benign recon-
struction-error distribution are standard practice for such detectors [39]. A higher percentile lowers
false alarms at the cost of recall and vice versa, but the same percentile was applied to every client and
method, so the choice does not favor either the global or the client-level threshold. In the global set-
ting, the server combined these values into one threshold, as in Equation (5), whereas in the client-
level setting each client used its own . A sample was classified as an attack when its score exceeded
the threshold. For centralized training, the global threshold was computed from the pooled validation
data, and for local-only training only client-level thresholds were meaningful.

76 = Tho1 T, T = Qooo({s(0) : x € Vied) (5)
where V is the benign validation subset of client k and Qg9 denotes the 99th percentile.

2.8. Evaluation Metrics and Statistical Analysis

Detection performance was measured with precision, recall, F1-score, false positive rate
(FPR), the area under the receiver operating characteristic curve (AUC-ROC), and the area under the
precision-recall curve (AUC-PR). AUC-PR was computed on the test subset of each client and aver-
aged over clients. F1-score and FPR were computed as in Equation (6):

2 - Precision - Recall FP
F1 = , FPR = (6)
FP + TN

Precision + Recall
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where TP, FP, TN, and FN are the numbers of true positives, false positives, true negatives, and false
negatives. Inter-client fairness was measured by the worst-client F1-score and the standard deviation
of F1-scores across clients. Training stability was assessed from learning curves of the pooled AUC-
PR. The curves were evaluated every five rounds on a stratified subset of up to 5,000 benign and 5,000
attack test records per client, and the round of the peak value and the drop from the peak to the final
round were reported. The communication cost was computed as 2-R-K-|w| parameters transmitted in
total. Every configuration was repeated with five random seeds and reported as mean + standard de-
viation. Because five seeds cannot reach significance in an exact two-sided Wilcoxon signed-rank test
(minimum p = 0.0625), methods were compared with the exact Wilcoxon test over the ten dataset—
partition settings, using seed-averaged values as paired observations. The effect of contamination was
tested with the same test over ten seed-level pairs (two datasets x five seeds). Averaging the five seeds
within each setting before testing prevented repeated runs from being treated as independent observa-
tions. Because several hypotheses were tested, p-values were adjusted with the Holm—Bonferroni pro-
cedure within each family of tests, namely seven method comparisons and six contamination compari-
sons, and a result was considered significant when the adjusted p-value was below 0.05. All significant
results reported below remained significant after this adjustment, and also when all thirteen tests were
treated as a single family (largest adjusted p = 0.041). Table 3 summarizes the experimental configura-
tion.

Table 3. Experimental configuration.

Parameter Value
Datasets N-BaloT (115 features), Edge-11oTset
(40 features)
e . IID; natural per device or sensor; Dirichlet a = 1.0, 0.5,
Partitioning

0.1 over P =10 profiles

K =10 (11D and Dirichlet); 9 (N-BaloT natural); 10
(Edge-IloTset natural)

p = 0%, 5%, 10%, 20% in 30% of the clients

Number of clients

Contamination

(0 =0.5)
Autoencoder d-64-32-16-32-64—d, ReL U, sigmoid
Local model
output
Traini Adam, learning rate 0.001, batch 256, 1 local epoch,
raining
100 rounds
Methods Local-c_JnIy, FedAvg, FedProx (un=0.001),
centralized
Threshold 99_th percentile of benign validation scores; global and
client-level
Repetitions 5 random seeds; exact Wilcoxon signed-rank tests with
P Holm-Bonferroni adjustment (significance level 0.05)
Total runs 264 (132 per dataset)

3. RESULTS AND DISCUSSIONS

This section first reports the effect of heterogeneity on detection performance and training sta-
bility, then the effect of contamination, followed by fairness and communication, and finally compares
global and client-level thresholds.

3.1. Effect of Non-11D Heterogeneity

Table 4 presents the mean client AUC-PR of each method, and Figure 2 visualizes the same
values. Collaboration through FedAvg did not outperform isolated training: local-only training
achieved a higher AUC-PR than FedAvg in all ten dataset—partition settings, with a mean difference of
0.058 (Wilcoxon p = 0.002, Holm-adjusted p = 0.014), and centralized training was also higher than
FedAvg in all ten settings (mean difference 0.033, adjusted p = 0.014). The largest gap occurred under
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the natural N-BaloT partition, where FedAvg reached 0.871 compared with 0.987 for local-only train-
ing. On Edge-TIoTset, the gap was largest at oo = 0.1 (0.739 versus 0.882).

Table 4. Mean client AUC-PR (mean + standard deviation over five seeds) under different partitioning
schemes.

Dataset Partition Local-only FedAvg FedProx Centralized
N-BaloT 11D 0.981 +0.013 0.940 £ 0.004 0.999 £ 0.000 0.959 + 0.010
N-BaloT a=1.0 0.982+0.007 0.941 £ 0.010 0.999 £ 0.000 0.959 + 0.009
N-BaloT a=0.5 0.990 + 0.004 0.940 £ 0.014 0.999 + 0.000 0.968 + 0.011
N-BaloT a=0.1 0.996 + 0.003 0.958 + 0.006 0.999 + 0.000 0.987 + 0.004
N-BaloT Natural ~ 0.987 £+ 0.002 0.871 £ 0.013 0.992 £+ 0.001 0.964 £ 0.007

Edge-l1oTset 11D 0.722 +0.008 0.716 + 0.028 0.726 £ 0.025 0.756 £ 0.045
Edge-lloTset a=1.0  0.751+0.017 0.709 + 0.032 0.695 + 0.008 0.715 +0.043
Edge-l1loTset a=0.5  0.770+0.008 0.733 £ 0.020 0.701 £ 0.009 0.749 £ 0.056
Edge-lloTset a=0.1 0.882 +0.030 0.739 + 0.033 0.720 + 0.028 0.800 + 0.030
Edge-lloTset  Natural ~ 0.884 +0.009 0.821 + 0.003 0.834 + 0.002 0.839 + 0.004
(a) N-BaloT (b) Edge-lIoTset
1.00 = - = —y 0.95
- ;”"”f— * z T
I 0.90
T T e § i
0.95 : 0.85
#
[

0.80

Mean client AUC-PR
}
}
Mean client AUC-PR

0.90 0.75

% 0.70

0.85 T T T T T 0.65 T T T T T
1D a=1.0 a=0.1 Natural 11D a=1.0 a=0.5 a=0.1

a=0.5 Natural

Partitioning scheme (increasing heterogeneity —) Partitioning scheme (increasing heterogeneity —)

--#-- Local-only —@— FedAvg —#— FedProx ---dp--- Centralized

Figure 2. Mean client AUC-PR (mean + standard deviation over five seeds) versus the partitioning
scheme: (a) N-BaloT and (b) Edge-lloTset.

Contrary to expectation, the AUC-PR did not decrease monotonically as o decreased. For eve-
ry method except FedProx on Edge-IloTset (0.720 versus 0.726), the values at o = 0.1 were equal to or
higher than those under 11D data. Under extreme Dirichlet skew, each client holds only a few behav-
ioral profiles, so its benign distribution is narrower and easier to separate from attack traffic when the
evaluation is performed per client. In addition, the attack records of each test subset were drawn from
the same pooled attack traffic for every client, so a client with one or two profiles faced a simpler
normal-versus-attack separation than an I1D client whose benign data mixed all ten profiles. The mean
client AUC-PR therefore benefits from the narrower normal behavior created by extreme skew,
whereas a single global threshold, which must serve clients with very different error levels, is penal-
ized by it. Heterogeneity therefore did not primarily reduce the ranking ability of the models; its main
effect appeared in the threshold, as shown in Section 3.4.

FedProx behaved differently on the two datasets. On N-BaloT, it reached an AUC-PR of
0.992 — 0.999 in every partition and outperformed all other methods, whereas on Edge-lloTset it was
below FedAvg in three of five partitions. Across the ten settings, the difference between FedProx and
FedAvg was not significant (mean difference 0.030, adjusted p = 0.262), and neither was the differ-
ence between local-only training and FedProx (adjusted p = 0.557). The learning curves in Figure 3
explain the N-BaloT result. FedAvg reached its peak early, with a pooled AUC-PR of 0.96-1.00 be-
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tween rounds 6 and 30, and then declined by 0.033 — 0.087 to its final value in every N-BaloT parti-
tion. FedProx reached the same peak but did not decline (drop < 0.001). Local-only and centralized
training declined less (0.005 — 0.027). On Edge-lloTset, all methods were stable, with drops of at most
0.047. The advantage of FedProx on N-BaloT therefore reflected stability over many rounds rather
than a better optimum. The client thresholds of all runs support this interpretation. On N-BaloT, the
99th-percentile benign reconstruction error of the FedProx models was 1.8 — 5.4 times higher than that
of the FedAvg models (geometric mean per partition), and the ratio exceeded 1 in all 25 seed—partition
pairs. FedAvg therefore fitted the benign traffic much more tightly, which suggests that the shared
model also learned to reconstruct attack traffic, a known weakness of reconstruction-based detectors
[33]. On Edge-lloTset, the ratio ranged from 0.6 to 2.1 without a consistent direction across seeds.
This dataset has fewer features (40 versus 115) and several attack types whose reconstruction errors
overlap with those of benign traffic (Section 3.3), so the proximal term had little separation to pre-
serve. The benefit of FedProx thus depended on whether unconstrained aggregation tended to over-fit
the benign data, which was the case for N-BaloT but not for Edge-l11oTset.

(a) N-BaloT, Dirichlet a = 0.5 (b) Edge-IloTset, Dirichlet a = 0.5
1.00

0.98

0.96

0.94

Pooled AUC-PR
Pooled AUC-PR

0.92

0.90

0.88 . T r . 0.66 . . . .
0 20 40 60 80 100 0 20 40 60 80 100

Communication round Communication round

—————— Local-only

FedAvg

FedProx s Centralized

Figure 3. Learning curves of the pooled AUC-PR (mean over five seeds) under the Dirichlet partition
with o = 0.5: (a) N-BaloT and (b) Edge-lloTset.

3.2. Effect of Training-Data Contamination

Table 5 reports the effect of increasing contamination at o. = 0.5. Contamination degraded both
FL methods. Comparing p = 20% with p = 0% over ten seed-level pairs, the mean client AUC-PR de-
creased by 0.053 for FedAvg and 0.064 for FedProx, and the worst-client F1-score with the global
threshold decreased by 0.325 and 0.470, respectively (all adjusted p < 0.012). FedProx was more sen-
sitive than FedAvg on N-BaloT: its worst-client F1-score fell from 0.983 to 0.137, below that of Fe-
dAvg (0.373), and its AUC-PR advantage over FedAvg shrank from 0.059 at p = 0% to 0.023 at p =
10% and was reversed at p = 20%. On Edge-lloTset, FedProx kept a higher worst-client F1-score than
FedAvg under contamination (0.341 — 0.356 versus 0.195 — 0.305).

The damage was concentrated on the contaminated clients but was not confined to them. In 59
of the 60 contaminated runs (two datasets, two methods, three contamination levels, and five seeds),
the worst client was one of the contaminated clients with either threshold type, so the drop of the
worst-client F1-score in Table 5 directly measures the harm done to these clients. For example, with
FedProx on N-BaloT at p = 20%, the contaminated clients reached a mean F1-score of 0.16, compared
with 0.84 for the clean clients. With FedAvg on N-BaloT, the mean recall of contaminated clients with
the global threshold was 0.33 — 0.41, compared with 0.75 for clean clients. With FedProx at p = 20%,
the recall of contaminated clients collapsed to 0.09. Clean clients were affected through aggregation:
their mean AUC-PR under FedProx on N-BaloT decreased from 0.999 at p = 0% to 0.910 at p = 20%.
Contamination changed the FPR only slightly, by at most 2.1 percentage points, so it would not be
revealed by the false alarm rate on benign data. Client-level thresholds did not repair this failure: with
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FedAvg on N-BaloT, the worst-client F1-score with client-level thresholds was only 0.03 — 0.18 for p
> 5%.

Table 5. Mean client AUC-PR, FPR with the global threshold (%), and worst-client F1-score with the
global threshold under training-data contamination (o = 0.5; mean over five seeds).

Dataset p AUC-PR AUC-PR FPR FPR Worst-client  Worst-client

(%) FedAvg FedProx FedAvg FedProx F1FedAvg F1 FedProx
N-BaloT 0 0.940 0.999 6.7 14 0.736 0.983
N-BaloT 5 0.876 0.992 6.2 1.4 0.323 0.717
N-BaloT 10 0.901 0.924 6.5 1.7 0.397 0.365
N-BaloT 20 0.898 0.886 6.3 1.9 0.373 0.137
Edge-lloTset 0 0.733 0.701 4.1 2.7 0.482 0.435
Edge-lloTset 5 0.713 0.695 3.0 2.0 0.305 0.356
Edge-lloTset 10 0.708 0.686 3.8 2.8 0.274 0.348
Edge-lloTset 20 0.669 0.685 6.2 2.6 0.195 0.341

3.3. Fairness, Stability, and Communication

Table 6 summarizes inter-client fairness, training stability, and communication at a = 0.1.
With the global threshold, the worst client of FedAvg reached an F1-score of 0.698 on N-BaloT and
0.411 on Edge-lloTset, 0.146 and 0.122 below the respective means. FedProx improved both the mean
and worst-client F1-scores on N-BaloT but not on Edge-lloTset. The low F1-scores on Edge-lloTset
were consistent with its lower mean client AUC-ROC (0.57 — 0.84, not tabulated), which indicates that
several of its attack types produce reconstruction errors similar to those of benign traffic. The peak
round of FedAvg on N-BaloT was 6 on average, after which the performance declined. Using an early
round would therefore require a criterion for selecting the round without labels, which is not available
in unsupervised FL. The communication cost of FedAvg and FedProx was identical by design, namely
161.3 MB per run on N-BaloT and 83.9 MB on Edge-lloTset. FedProx changes only the local objec-
tive, whereas the model size, the number of clients, and the number of rounds are the same, and the
proximal term is computed on the client without being transmitted. Per client and round, this corre-
sponds to sending and receiving one model of 80.7 KB on N-BaloT or 42.0 KB on Edge-l10Tset, that
is, about 161 KB or 84 KB of traffic in total, which is small for 10T gateways. The two methods there-
fore differ in computation and detection quality rather than in communication. However, the proximal
term increased the training time by 34% — 42% (from 196 s to 278 s per run on N-BaloT and from 637
s to 855 s on Edge-IloTset at a = 0.5).

Table 6. Fairness (global threshold), stability, and communication at o = 0.1 (mean over five seeds).

Dataset Method Mean  Worst- Std. Peak  Peak-to- Communication

F1  clientF1 of F1 round final drop (MB)

N-BaloT FedAvg 0.844 0.698  0.095 6 0.033 161.3
N-BaloT FedProx 0.959  0.793  0.067 100 0.000 161.3
Edge-lloTset FedAvg 0.533 0411 0.068 76 0.006 83.9
Edge-lloTset FedProx 0.514 0.385 0.082 61 0.006 83.9

3.4. Global Versus Client-Level Thresholds

Table 7 compares the global threshold in Equation (5) with client-level thresholds for FedAvg
in all partitions. Under 11D data, the two thresholds were almost equivalent. As heterogeneity in-
creased, the FPR of the global threshold rose from 1.1% to 22.2% on N-BaloT and from 1.5% to
18.1% on Edge-1loTset at a = 0.1, and it reached 6.0% and 9.8% in the natural partitions. Client-level
thresholds kept the FPR at or below 1.0% in every setting. The FPR reduction was significant for Fe-
dAvg (mean reduction of 6.7 percentage points, adjusted p = 0.014) and FedProx (4.8 percentage
points, adjusted p = 0.016), and the F1-score did not decrease in nine of ten settings (mean increase
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0.017, adjusted p = 0.041). The averaged global threshold was too low for clients whose benign recon-
struction errors were higher than average, which produced most of the false alarms.

Table 7. Global versus client-level thresholds for FedAvg (mean + standard deviation over five seeds;
FPR in %).

Dataset Partition  FPR global  FPR client-level F1 global F1 client-level
N-BaloT 11D 1.1+£0.2 1.0£0.1 0.834 £0.001 0.834 +£0.001
N-BaloT a=1.0 3.7+28 1.0+0.1 0.829 £0.003  0.833 +0.001
N-BaloT a=0.5 6.7+3.8 1.0+0.1 0.828 £ 0.007  0.847 +0.020
N-BaloT a=0.1 22.2+8.2 1.0+0.1 0.844 £0.025 0.895 +0.020
N-BaloT Natural 6.0+£0.9 1.0+0.1 0.806 £0.023  0.793 £ 0.024

Edge-l1oTset 1]»; 15+0.7 09+0.1 0.408 +0.025 0.418 +£0.042
Edge-lloTset a=1.0 2505 09+0.1 0.415+0.029 0.431+0.042
Edge-lloTset a=0.5 41+45 0.7+£0.2 0.523 +0.057  0.545 +0.048
Edge-lloTset  a=0.1 18.1+121 06+0.2 0.533+0.045 0.566 + 0.049
Edge-lloTset  Natural 9.8+15 0.2+0.0 0.724 £0.024  0.754 +0.022

3.5. Discussion

Three observations emerge from these results. First, the degradation caused by heterogeneity
was located mainly in the threshold rather than in the ranking of samples. AUC-PR did not decrease
with a, whereas the FPR of the global threshold increased up to twentyfold. Calibrating thresholds per
client is therefore a necessary, inexpensive component of unsupervised federated detection, and it re-
quires sharing only one scalar per client. Second, contamination and legitimate heterogeneity produced
different signatures. Heterogeneity raised the FPR under a global threshold, while contamination left
the FPR almost unchanged but lowered the recall of the affected clients and leaked into clean clients
through aggregation. A threshold cannot correct a model that has learned to reconstruct attacks, which
suggests that contamination has to be addressed during aggregation rather than at the decision stage;
such a mechanism was not evaluated in this study. Third, no fixed aggregation rule was best on both
datasets. FedProx stabilized training on N-BaloT but did not help on Edge-l1oTset and was more vul-
nerable to contamination, and FedAvg degraded silently after its early peak on N-BaloT. Without la-
bels, the server cannot observe either effect directly. These observations motivate, but do not test, ag-
gregation rules that adapt to label-free signals such as the distribution of client reconstruction errors;
developing and validating such rules is left to future work.

These results translate into practical guidance for deploying unsupervised federated detectors
on loT gateways. First, client-level thresholds should be the default. Each gateway stores a single sca-
lar computed from its own benign validation data, which is inexpensive, but it introduces operational
duties: the threshold must be recomputed when the benign behavior of a device drifts or its firmware
changes, a newly joined client needs a period of benign traffic before its threshold is reliable, and a
threshold computed on contaminated validation data would itself be too permissive. Second, local-
only training should be evaluated before FL is adopted, because standard aggregation did not improve
detection in any of the tested settings. Third, the global model should not simply be taken from the last
round, since FedAvg degraded silently after an early peak on N-BaloT. Fourth, a low false alarm rate
is not evidence of a clean deployment, because contamination reduced recall without increasing the
FPR.

These findings can be related to recent unsupervised FL-IDS. FedMSE weighted clients by the
inverse mean squared error on a development set pooled from benign samples of all gateways [35],
whereas G-PFL-ID relied on proximal and variance regularization with local personalization [31]. Nei-
ther approach was evaluated under explicit training-data contamination, which in this benchmark re-
duced the worst-client F1-score by up to 0.85. The results also show that local-only training is a strong
baseline that should always be reported, because a federated method that does not exceed it gives no
detection benefit to the participating clients.

This study has several limitations. The experiments were conducted in simulation on a single
server rather than on physical gateways, so network latency, client dropout, and asynchronous updates
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were not modeled, and both datasets were generated in laboratory testbeds. Contamination was inject-
ed synthetically as a fixed share of randomly sampled attack records. The measured degradation
should therefore be read as the response to a controlled contamination level rather than as an estimate
for a particular infection campaign, and evaluating traffic captured from actually compromised devices
remains an important next step. The value of p was selected with AUC-PR in a preliminary run be-
cause no labeled validation data exist in the unsupervised setting, which may favor FedProx slightly.
Edge-lloTset records were sampled with caps and retained duplicates, and its attacks formed a shared
pool rather than device-specific traffic. CICI0T2023 [41], larger client populations, and additional par-
titioning schemes were not included. These limitations will be addressed in future work.

4. CONCLUSION

This study benchmarked, in simulation, unsupervised federated autoencoders for 1oT botnet
detection on N-BaloT and Edge-lloTset under IID, natural, and Dirichlet partitions combined with
synthetically injected training-data contamination, using 264 runs with five seeds each. FedAvg did
not outperform local-only training in any of the ten dataset—partition settings (mean AUC-PR differ-
ence of 0.058, Holm-adjusted p = 0.014). On N-BaloT, it declined by up to 0.087 after reaching its
peak within the first 30 rounds. FedProx with p = 0.001 prevented this decline and achieved an AUC-
PR of up to 0.999 on N-BaloT but gave no gain on Edge-lloTset. Under heterogeneity, a single global
threshold raised the FPR from about 1% to 22.2% and 18.1%, whereas client-level thresholds kept it at
or below 1.0%. Contaminating 30% of the clients with 20% attack traffic reduced the worst-client F1-
score by 0.33 for FedAvg and 0.47 for FedProx, and client-level thresholds did not recover this loss.
These results indicate that standard aggregation and a single global threshold are insufficient for unsu-
pervised federated botnet detection in heterogeneous loT networks. Future work will develop a label-
free, meta-adaptive aggregation method that distinguishes legitimate device heterogeneity from train-
ing-data contamination, stabilizes training without labeled validation data, and integrates federated,
client-level threshold calibration.
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